
Section 1: Explore the Linux 
Environment

Course 3015 – Novell Nterprise Linux Services



Explore the Linux Environment

Objectives:

1. Describe the Characteristics of Linux
2. Use the Linux Command Line Interface
3. Manage the Linux File System
4. Manage Linux Applications
5. Manage Linux Network Interfaces



Describe the 
Characteristics of Linux

Objective 1



Describe the Characteristics of Linux

In this objective, you are introduced to the 
following:

• A Brief History of Linux
• The Role of Linux
• Working with Linux Distributions
• Working with the Linux File System



Describe the Characteristics of Linux

A Brief History of Linux

Linux was first developed by Linus Torvalds in the 
early 1990s while he was a student at the 
University of Helsinki in Finland. Linux version 
1.0 was released in 1994.

Linux is developed under the General Public License 
(GPL). This license ensures that the source code 
for Linux is freely distributable.

Linux is Open Source software.



Describe the Characteristics of Linux

The Role of Linux

The role of Linux in a system includes the following:

• Providing a platform for applications to run on
• Managing and storing files in the file system
• Controlling user access to applications and files
• Providing application access to system 

hardware, such as the CPU, RAM, storage, and 
communication ports



Describe the Characteristics of Linux

The Role of Linux (continued)

Command Line Interface (CLI)



Describe the Characteristics of Linux

The Role of Linux (continued)

XFree86 provides a base X Windowing system. 
It is designed such that you can choose a 
window manager that suits your 
preferences and tastes.

Some popular window managers include:

• Ximian®
• GNOME
• KDE



Describe the Characteristics of Linux

The Role of Linux (continued)

GNOME Window Manager



Describe the Characteristics of Linux

Working with Linux Distributions

Because Linux is distributed under the GPL license, 
other developers have created their own utilities 
and applications that run on the kernel.

Essentially, they create what is called a 
distribution.

Many companies (including Novell) develop their 
own Linux distributions. At latest count, over 
160 English-language Linux distributions are 
available.



Describe the Characteristics of Linux

Working with Linux Distributions 
(continued)

Some of the more popular Linux distributions 
include:

• SuSE® Linux (from Novell®)
• RedHat® Linux
• MandrakeTM Linux
• TurboLinux
• Slackware Linux
• Debian GNU Linux
• Gentoo Linux
• CollegeLinux



Describe the Characteristics of Linux

Working with the Linux File System

One of the key roles performed by the Linux 
operating system is providing storage services 
through creating and managing a file system.

The Linux file system is hierarchical, much like 
other operating systems you might have used. 
The root of the file system is named /.



Describe the Characteristics of Linux

Working with the Linux File System
(continued)



Describe the Characteristics of Linux

Working with the Linux File System
(continued)

To work with the Linux file system, you need to 
know the following:

• Using Mount Points
• Working with Linux Partitions
• Working with Linux Boot Loaders
• Working with Linux Users



Working with the Linux File System

Using Mount Points

The Linux file system uses the concept of mount 
points.

Instead of using separate drive letters to represent 
different partitions in the file system, as 
operating systems such as MS-DOS® and 
Windows® 9x do, Linux mounts these partitions 
in a folder in the file system.

This is done using the mount command



Working with the Linux File System

Using Mount Points (continued)

The following are examples of mounting removable 
devices:

SUSE
• A CD-ROM on /dev/cdrom is mounted to 

/media/cdrom.
• A floppy on /dev/floppy is mounted to 

/media/floppy.

Red Hat
• A CD-ROM on /dev/cdrom is mounted to 

/mnt/cdrom.
• A floppy on /dev/floppy is mounted to 

/mnt/floppy.



Working with the Linux File System

Using Mount Points (continued)

The default assignments on any distribution are pre-
defined in the /etc/fstab file.

When you insert a floppy disk or a CD in a Linux 
system, you must mount it. Once done, you can 
access the content on the disk by changing to 
the directory in the file system where you 
mounted it.



Working with the Linux File System

Working with Linux Partitions

Some popular file system types used by Linux 
distributions are

• ReiserFS (SuSE)
• EXT2, EXT3 (Red Hat)

Older distributions use the EXT2 file system while 
newer distributions use the EXT3 or ReiserFS file 
systems.

EXT3 and ReiserFS use journaling to speed disk 
recovery when the system is improperly shut 
down.



Working with the Linux File System

\Working with Linux Partitions 
(continued)

A default Red Hat Linux installation includes 3 
partitions mounted in the file system as follows:

• /boot
This is an EXT3 partition that must reside within the 

first 1024 cylinders of a hard drive and contains 
Linux boot up files. 

• /
This is an EXT3 partition that contains Linux system 

files, user files, and application files.
• SWAP

This is a Linux Swap partition.



Working with the Linux File System

Working with Linux Partitions 
(continued)



Working with the Linux File System

\Working with Linux Partitions 
(continued)

These partitions are mounted in the file system as 
follows:

• /boot. This is an EXT3 partition that must reside 
within the first 1024 cylinders of a hard drive. 
It’s usually about 50 MB in size and contains 
Linux boot up files. 

• /. This is an EXT3 partition that can reside 
beyond the first 1024 cylinders of the hard 
drive. It contains Linux system files, user files, 
and application files.



Working with the Linux File System

\Working with Linux Partitions 
(continued)

• SWAP. This is a Linux Swap partition. Unlike 
Microsoft Windows®, which uses a swap file, 
Linux uses a dedicated swap partition. This 
partition should be at least as large as the total 
size of the installed system RAM.



Working with the Linux File System

Working with Linux Boot Loaders

A boot loader
• Is a small piece of software that is used to load 

an operating system from the file system. 
• Resides in the boot sector of the first hard disk 

drive in the PC system.
• Is configured with the location of the operating 

system files on the hard drive. 
• Loads the default operating system or presents a 

menu allowing the user to select a specific 
operating system to be loaded.



Working with the Linux File System

Working with Linux Boot Loaders

The 2 Linux boot loaders commonly used with most 
distributions:

• Grand Unified Boot Loader (GRUB): GRUB is used on 
many newer Linux distributions. To configure GRUB, 
you edit the /boot/grub/menu.lst file (Red Hat) or the 
/etc/grub.conf file (SuSE).



Working with the Linux File System

Working with Linux Boot Loaders

• Linux Loader (LILO): LILO was used on most earlier 
Linux distributions. To configure LILO, you edit the 
/etc/lilo.conf file



Working with the Linux File System

Working with Linux Users

Everyone who uses a Linux system should have his 
or her own user account. User accounts are used 
to control access to files and applications on the 
system. 

Linux creates a default superuser account during 
installation named root to administer the 
system.

Your should avoid using the root account when using 
the Linux system for day-to-day tasks.



Working with the Linux File System

Working with Linux Users

Every user in the system 
has his or her own 
directory in the 
/home directory in 
the file system.

The exception to this 
rule is the root 
account. It has its 
own home directory 
in /root.



Use the Linux Command 
Line Interface

Objective 2



Use the Linux Command Line 
Interface

In this objective, you learn the following:

• Using the Linux Shell
• Running Commands



Use the Linux Command Line Interface

Using the Linux Shell

You will frequently hear the Linux command-line 
interface referred to as a shell.

Essentially, the shell is the program that provides 
you with the command-line interface to the Linux 
system.



Use the Linux Command Line Interface

Using the Linux Shell (continued)

Some of the more popular Linux shells include:

• bash: Bourne-Again Shell
• zsh: Z Shell
• tsch: tsch Shell
• sh: BourneShell
• csh: C Shell



Use the Linux Command Line Interface

Using the Linux Shell (continued)

To use a given shell, enter its command at the 
command prompt. For example, to run the 
BourneShell, enter sh.

To switch between consoles, press 
Alt+function_key. 

In X Windows, you can press 
Ctrl+Alt+function_key.

To switch back from the from a text-based terminal 
session to your X Windows system, press Alt+F7.



Use the Linux Command Line Interface

Running Commands
When running commands from the command line 

(shell prompt), there are 2 issues to keep in 
mind:

• Linux file names and commands are case-
sensitive.

For example, date and DATE are not the same file.

• Although Linux uses a path variable, as do other 
operating systems, Linux (unlike DOS) searches 
only the directories in the PATH variable.

You must append ./ to specify a file in the current 
directory.



Use the Linux Command Line Interface

Running Commands (continued)

Commonly used Linux commands and utilities 
include the following:

• init 0
• halt
• init 6
• reboot
• man
• info
• top



Use the Linux Command Line Interface

Running Commands (continued)

• netstat
• ifconfig
• route
• which
• env
• su
• setup
• startx



Exercise 1-1: Working with the Linux 
Command Line

In this exercise, you practice working with the Linux 
command-line interface.



Manage the Linux File 
System

Objective 3



Manage the Linux File System

In this objective, you learn about the following:

• Default Linux Directories
• Using Common File System Utilities
• Mounting CDs or Floppies
• Working with Archive Files
• Working with File System Security
• Editing Text Files



Manage the Linux File System

Default Linux Directories
Some of the important default Linux directories 

include the following:

• /etc
• /dev
• /usr
• /var
• /tmp
• /home
• /root
• /bin
• /sbin
• /mnt
• /media



Manage the Linux File System

Using Common File System Utilities
Common commands for managing the Linux file 

system include the following:

• cp
• mv
• rm
• cd
• ls
• dir
• pwd
• mkdir
• rmdir



Manage the Linux File System

Using Common File System Utilities 
(continued)

• more
• less
• grep
• Find
• locate
• cat
• tail



Manage the Linux File System

Mounting CDs or Floppies

Floppies or CDs are not immediately usable when 
they are inserted in a Linux system. They must 
first be mounted into the file system. 

This is done using the mount command.

The mount command uses the following syntax:

mount -t filesystem_type device_file mount_point

The -t parameter allows you to specify the type of file 
system (such as iso9660) used on the media 
being mounted. 



Manage the Linux File System

Mounting CDs or Floppies (continued)

To mount a floppy diskette in drive A, enter the 
following:

• mount -t vfat /dev/fd0 /media/floppy (SuSE)

• mount -t vfat /dev/fd0 /mnt/floppy (Red Hat)

With an appropriate entry in /etc/fstab, you can use 
the following shortcut on any distribution:

• mount /dev/floppy



Manage the Linux File System

Mounting CDs or Floppies (continued)

To mount a CD, enter the following:

• mount -t iso9660 /dev/cdrom /media/floppy
(SuSE)

• mount -t iso9660 /dev/cdrom /mnt/floppy (Red 
Hat)

With an appropriate entry in /etc/fstab, you can use 
the following shortcut on any distribution:

• mount /dev/cdrom



Manage the Linux File System

Mounting CDs or Floppies (continued)

After the device is mounted, you can access the 
removable media by changing to the directory in 
the file system where the device is mounted.

For example, you could access a CD from a shell 
prompt on a SuSE distribution by entering

cd /media/cdrom



Manage the Linux File System

Mounting CDs or Floppies (continued)

Unmounting is done with the umount command.

You can either unmount the mount point (such as 
umount /media/cdrom) or the device name (such 
as umount /dev/cdrom).

Because /dev is standard directory on all Linux 
distributions, you can use a command such as 
umount /dev/cdrom to unmount a CD on all Linux 
distributions.



Manage the Linux File System

Working with Archive Files

Archive files are similar to zip files used with other 
operating systems. However, with Linux, 2 
separate utilities are used:

• tar
• gzip and gunzip

To unzip an archive file, enter gunzip filename; 
then enter tar -xvf filename.

To automatically decompress before untarring, 
enter tar -zxvf filename.



Exercise 1-2: Working with File 
System Commands

In this exercise, you work with file system 
commands.



Manage the Linux File System

Working with File System Security

Access to files in the file system is controlled by 
using the following elements:

• Users
• Groups
• Permissions
• Ownership



Manage the Linux File System

Working with File System Security

Linux stores all user and group information in three 
files:

• /etc/passwd (stores user information)



Manage the Linux File System

Working with File System Security
• /etc/shadow 

Stores encrypted user passwords and password 
expiration information.



Manage the Linux File System

Working with File System Security
• /etc/group

Stores group information.



Manage the Linux File System

Working with File System Security 
(continued)

Every file and directory in the file system is 
assigned access permissions. Permissions are 
assigned at three levels:

• Owner
• Group
• Others



Manage the Linux File System

Working with File System Security 
(continued)

There are three permissions that can be assigned to 
a file or directory. They are:

• Read: 4
• Write: 2
• Execute: 1

Every file and directory in a Linux system has a 
numerical permission value assigned to it. This 
value is composed of three digits:

Owner|Group|Others
x         x        x



Manage the Linux File System

Working with File System Security 
(continued)

The first digit is represents the permissions assigned 
to the file or directory owner. 

The second digit represents the permissions 
assigned to the group associated with the file or 
directory. 

The third digit represents the permissions assigned 
to others.



Manage the Linux File System

Working with File System Security 
(continued)



Manage the Linux File System

Working with File System Security 
(continued)

Permissions can be viewed using the ls –l command:



Manage the Linux File System

Working with File System Security 
(continued)

From the command line, you can use the following 
utilities to change permissions, ownership, and 
group associations:

• chmod
• chown
• chgrp



Manage the Linux File System

Working with File System Security 
(continued)



Manage the Linux File System

Editing Text Files

Most Linux configuration settings are managed by 
editing text files.

By default, most of these files reside in the /etc
directory.

One of the most common text editors is Vi (or the 
modified version Vim).

Several graphical editors are also available from the 
X Windows interface, such as KWrite (SuSE) or gedit
(Red Hat).



Manage the Linux File System

Editing Text Files (continued)

To effectively administer Linux, you need to know 
the following:

• How to Edit Text Files with Vim

• How to Edit Text Files with gedit (Red Hat)

• How to Edit Text Files with KWrite (SuSE)



Manage the Linux File System

How to Edit Text Files with Vim

You can use the Vim utility to edit a text file from the 
command line (enter vim).



Manage the Linux File System

How to Edit Text Files with Vim
(continued)

To open a file for editing in Vim, enter

vim /path_to_file/file_name. 

Vim has 2 main modes: Command mode and Insert
mode. 

To enter Insert mode, press Ins or i. To return to 
Command mode, press Esc.



Manage the Linux File System

How to Edit Text Files with Vim
(continued)

To enter most commands in Vim, first enter 
Command mode and type :, then enter the 
command.

For example, to exit Vim and save the changes to 
the text file that is open in the editor, you would 
enter :exit or :q.

To exit Vim without saving changes to the file that 
is currently open, you would enter :quit! or :q!.

(Run vimtutor to learn how to use Vim.)



Manage the Linux File System

How to Edit Text Files with gedit
(Red Hat)

While working in a graphical environment, you can 
use gedit to edit files.

From within the GNOME window manager, run 
gedit by selecting Start Here (foot icon) > 
Programs > Applications > gedit. 



Manage the Linux File System

How to Edit Text Files with gedit
(Red Hat) (continued)



Manage the Linux File System

How to Edit Text Files with KWrite
(SuSE)

While working in a graphical environment, you can 
use KWrite to edit files.

From within the GNOME window manager, you run 
KWrite by selecting Main Menu (foot icon) > KDE 
Menu > Editors > KWrite. 



Manage the Linux File System

How to Edit Text Files with KWrite
(SuSE) (continued)



Manage the Linux File System

Exercise 1-3: Edit Text Files and 
Manage Permissions

In this exercise, you create a new text file; then 
make it into an executable script.



Managing Linux 
Applications

Objective 4



Managing Linux Applications

As with other operating systems, Linux provides a 
platform for applications. You need to 
understand the following:

• Installing Packages
• Starting and Stopping Services
• Managing Processes



Managing Linux Applications

Installing Packages

You can install applications on a Linux system in 3 
different ways:

• Untarring an archive and using an installation 
script to copy and modify the appropriate files

• Using Red Hat Package Manager (RPM) to install 
an RPM file

• Using YaST on SuSE distributions to install files



Managing Linux Applications

Installing Packages (continued)

This section focuses on using the following:

• Red Hat Package Manager (RPM)

• YaST and RPM on SuSE



Installing Packages

Red Hat Package Manager (RPM)

Each Red Hat CD has a directory named RPMS:



Installing Packages

Red Hat Package Manager (RPM) 
(continued)

You can use two utilities to install or uninstall an 
RPM package:

• rpm
A command-line RPM utility

• Gnome RPM
An X Windows RPM utility



Installing Packages

Red Hat Package Manager (RPM) 
(continued)

To install an RPM package with rpm, you would 
enter the following:

rpm -i package_file_name

For a verbose display of what’s happening during 
the installation, enter the following:

rpm -ihv package_file_name

To uninstall an RPM package with rpm, you would 
enter the following:

rpm -e package_file_name



Installing Packages

Red Hat Package Manager (RPM)
(continued)

To install a package with Gnome RPM, you do the 
following:

1. From your Gnome desktop, select the Start Here 
(foot icon) > Programs > System > GnoRPM.

2. Select Install.

3. Browse to and select the package you want to 
install; then select Install.



Installing Packages

YaST and RPM on SuSE

On your SUSE distribution, you can use YaST to 
install files and applications by doing the 
following:

1. From the panel on your desktop, start YaST by 
selecting the YaST icon.

If you are not logged in as root, you are prompted for 
the root (super user) password.

2. (Conditional) Enter the root password.



Installing Packages

YaST and RPM on SuSE (continued)



Installing Packages

YaST and RPM on SuSE (continued)

From the YaST Control Center, the most frequently 
used Software applications are the following:

• Install or remove software
This application lets you install or remove 

packages prepared for the SUSE distribution.

• Online Update
This application lets you keep your SUSE system 

up-to-date with all patches and fixed 
suggested by SUSE.



Installing Packages

YaST and RPM on SuSE (continued)

As with Red Hat distributions, to install an RPM 
package with rpm, you enter the following:

rpm -i package_file_name

For a verbose display of what’s happening during 
the installation, enter the following:

rpm -ihv package_file_name

To uninstall an RPM package with rpm, you would 
enter the following:

rpm -e package_file_name



Managing Linux Applications

Starting and Stopping Services

As with other operating systems, you can start, 
stop, and restart services on your Linux system 
while it is running.

The scripts to do these tasks are located in the init
daemon script directory.

On distributions such as SuSE, this directory is 
/etc/init.d; on distributions such as Red Hat, this 
directory is /etc/rc.d/init.d, often with a 
/etc/init.d link pointing to the /etc/rc.d/init.d
directory.



Managing Linux Applications

Starting and Stopping Services 
(continued)

Typical init.d directory



Managing Linux Applications

Starting and Stopping Services 
(continued)

To start a service, change to the /etc/rc.d/init.d
directory (Red Hat) or the /etc/init.d directory 
(SuSE) and enter ./service_name start.

To stop a service, change to the /etc/rc.d/init.d
directory (Red Hat) or the /etc/init.d directory 
(SuSE) and enter ./service_name stop.

To stop and restart a service, change to the 
/etc/rc.d/init.d directory (Red Hat) or the 
/etc/init.d directory (SuSE) and enter 
./service_name restart.



Managing Linux Applications

Starting and Stopping Services 
(continued)

Services can be configured to automatically start 
using the chkconfig utility.

This command can be used to set runlevel
information for system services.

A runlevel is a Linux configuration mode that 
specifies the types of services available.



Managing Linux Applications

Starting and Stopping Services 
(continued)

There are 6 runlevels available:

• 0: System shut-down
• 1: Single user with networking (only used for 

troubleshooting)
• 2: Multi-user without most services available (not 

normally used)
• 3: Multi-user with all services available but 

without X Windows running
• 4: Not implemented
• 5: Multi-user with all services including XWindows
• 6: System reboot



Managing Linux Applications

Starting and Stopping Services 
(continued)

The syntax for chkconfig is different on SuSE and 
Red Hat:

• SuSE
chkconfig service_name levels
For example, chkconfig xntpd 235 starts NTP in run 

levels 2, 3, and 5.

• Red Hat
chkconfig --levels service_name status
For example, chkconfig --235 xntpd on starts NTP in 

run levels 2, 3, and 5.



Managing Linux Applications

Managing Processes

top Utility



Managing Linux Applications

Managing Processes (continued)

System Monitor



Managing Linux Applications

Managing Processes (continued)

To kill a process with top, press k and enter the PID 
of the process you want to kill.

To kill a process with System Monitor, right-click 
the process and select Kill nicely or Kill now.

To kill a process with the basic kill command, enter 
kill options PID (where PID represents the 
process you want to kill).



Exercise 1-4: Install Mozilla 1.5

iManager is an administrative tool for Novell 
Nterprise Linux Services 1.0 that runs from a web 
browser.

The version of Mozilla installed with SuSE SLES 8 
does not support all the features of the iManager
administration tool. You need to upgrade to 
Mozilla 1.5 or later.

In this exercise, you install the Mozilla 1.5 web 
browser on your server.



Managing Linux Network 
Interfaces

Objective 5



Managing Linux Network Interfaces

Managing Linux Network Interfaces

Linux network interfaces are labeled eth0, eth1, 
eth2, etc.

The localhost loopback interface (which is 
configured with an IP address of 127.0.0.1) is 
assigned to the lo interface. 

The lo interface is always configured; even if the PC 
doesn’t have a network board physically 
installed.



Managing Linux Network Interfaces

Managing Linux Network Interfaces 
(continued)

You can configure Linux network interfaces in one 
of 3 ways:

• Configuring Network Interfaces from the 
Command Line

• Configuring Network Interfaces from Red Hat

• Configuring Network Interfaces from SuSE



Managing Linux Network Interfaces

Configuring Network Interfaces from 
the Command Line
To configure a Linux network interface from a 

command line, you use the ifconfig utility.

The ifconfig utility uses the following syntax:

ifconfig interface options

If you enter ifconfig without any arguments, it will 
return the current configuration of all the 
interfaces in the system.

You must be logged in as root or have equivalent 
permissions to use ifconfig.



Managing Linux Network Interfaces

Configuring Network Interfaces from 
the Command Line (continued)

ifconfig Output



Managing Linux Network Interfaces

Configuring Network Interfaces from 
the Command Line (continued)

Some of the more commonly-used ifconfig 
arguments include the following:

• up
• down
• ip_address
• netmask mask



Managing Linux Network Interfaces

Configuring Network Interfaces from 
Red Hat
Linux network interfaces can also be administered 

with a graphical utility from within X Windows.

On a Red Hat Linux server, this is done with the 
Network Configuration utility. 

This utility is run by selecting Start Here > System 
> Network Configuration. 



Managing Linux Network Interfaces

Configuring Network Interfaces from 
Red Hat (continued)



Managing Linux Network Interfaces

Configuring Network Interfaces from 
SuSE
Linux network interfaces can also be administered 

with a graphical utility from within X Windows.

On a SuSE Linux server, this is done with YaST. 

To use YaST to configure network interfaces, select 
the YaST icon, enter the root password (if 
prompted), and then select Network/Basic > 
Network Card Configuration > Change > 
network card > Edit.



Managing Linux Network Interfaces

Configuring Network Interfaces from 
SuSE (continued)



Exercise 1-5: Configuring Network 
Parameters

In this exercise, you configure your server with a 
static IP address, subnet mask, router address, 
hostname, and DNS server address. 




